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Abstract

Very recently, for speeding up the computation of modular multi-exponentiation, Wu et al. presented a fast algorithm
combining the complement recoding method and the minimal weight binary signed-digit representation technique. They
claimed that the proposed algorithm reduced the number of modular multiplications from 1.503k to 1.306k on average,
where the value k is the maximum bit-length of two exponents. However, in this paper, we show that their claim is unwar-
ranted. We analyze the computational efficiency of Wu et al.’s algorithm by modeling it as a Markov chain. Our main
result is that Wu et al.’s algorithm requires 1.471k modular multiplications on average.
� 2007 Elsevier Inc. All rights reserved.
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1. Introduction

The computation of modular multi-exponentiation for large positive integer operands is required in many
important applications in computer science and engineering. However, it is also a very time-consuming arith-
metic operation, which requires a great deal of processing steps. Therefore, a significant problem is how to
reduce the time needed to perform a modular multi-exponentiation operation. Many researchers have
addressed this problem. For modular multi-exponentiation AX BY ðmodNÞ, assume the value k is the maximum
bit-length of two exponents X and Y, i.e. k ¼ dlog2 maxðX ; Y Þe. Consider the average case. Pekmestzi’s algo-
rithm [1] uses 1.75k modular multiplications. Directly employing the minimal weight binary signed-digit
(BSD) representation technique, Dimitrov et al.’s algorithm [2] requires 1.556k modular multiplications. Since
there are many optimal BSD representations between X and Y, Dimitrov et al.’s algorithm can further reduce
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to 1.534k modular multiplications with eight reduction rules [2]. Solinas’s algorithm [3] using the joint sparse
form needs 1.503k modular multiplications.

Very recently, for speeding up the computation of modular multi-exponentiation, Wu et al. [4] presented a
fast algorithm combining the complement recoding method and the minimal weight BSD representation tech-
nique. They claimed that their algorithm required only 1.306k modular multiplications on average. However,
in this paper, we show that their claim is unwarranted. We analyze the computational efficiency of Wu et al.’s
algorithm by modeling it as a Markov chain. Our main result is that Wu et al.’s algorithm requires 1.471k

modular multiplications on average.
The remainder paper is organized as follows. We introduce some background knowledge in Section 2. In

Section 3, we review the related modular multi-exponentiation algorithms. In Section 4, we analyze the com-
putational efficiency of Wu et al.’s algorithm using a Markov chain. Finally, brief conclusions are given in
Section 5.
2. Preliminaries

2.1. Minimal weight BSD representation

Definition 1. If E ¼
Pk

i¼0di2
i where di 2 f0; 1;�1g for i ¼ 0; 1; . . . ; k, then ðdk . . . d1d0ÞBSD is called a BSD

representation for the integer E. ðdk . . . d1d0ÞBSD is said to the minimal weight BSD representation
ðdk . . . d1d0ÞMWBSD if the representation has the smallest number of non-zero bits among all BSD
representations.

Let E be positive integer whose binary representation is ðekþ1ek . . . e1e0Þ2 with ekþ1 ¼ ek ¼ 0. Menezes et al.
[5] summarized an algorithm to recode an exponent to the minimal weight BSD representation, as depicted in
Fig. 1.
2.2. Complement recoding method

In 2003, Chang et al. [6] proposed a method to reduce the Hamming weight of the exponent
E ¼ ðek�1 . . . e1e0Þ2. Performing complement is perhaps advantageous in the speedup of the exponential com-
putation. The equation is shown as follows:
E ¼
Xk�1

i¼0

ei2
i ¼ 2k � E � 1; ð1Þ
where E ¼ ðek�1 � � � e1e0Þ2 and
ei ¼ 0; if ei ¼ 1
ei ¼ 1; if ei ¼ 0

�
for i ¼ k � 1; . . . ; 1; 0:

For example, E ¼ 249 ¼ ð11111001Þ2 ¼ 28 � ð00000110Þ2 � 1 ¼ 256� 6� 1.
Fig. 1. Minimal weight BSD exponent recoding.
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3. Review of two modular multi-exponentiation algorithms

3.1. Dimitrov et al.’s algorithm without reduction rules

To compute modular multi-exponentiation AX BY ðmod NÞ, Dimitrov et al.’s algorithm without reduction
rules can be described as Fig. 2. It is the basic modular multi-exponentiation algorithm using the minimal
weight BSD representation technique.

Assume two exponents X and Y with uniform distribution. The expected average number of modular mul-
tiplications is 14k/9 � 1.556k [2].

3.2. Wu et al.’s algorithm

Wu et al. proposed a new modular multi-exponentiation algorithm. The main idea is to integrate the com-
plement recoding method into Dimitrov et al.’s algorithm without reduction rules. Wu et al.’s algorithm can
be depicted in Fig. 3. In [4], the original description of the transforming operations is X ¼ �ðX ÞMWBSD and

Y ¼ �ðY ÞMWBSD for the complement recoding method. But the representations of the values �ðX ÞMWBSD

and �ðY ÞMWBSD seem to be obscure. According to their design purpose, we make slight modifications in
the corresponding steps. It has no any effect on the following computational efficiency analysis of Wu
et al.’s algorithm, since the cost of those alterations is negligible.

4. Analysis of Wu et al.’s algorithm using Markov chain

We focus on the computational efficiency of Wu et al.’s algorithm, which combines the complement recod-
ing method and the minimal weight BSD representation technique. Similarly to [4], assume all computations
of values A2k ðmodNÞ;B2k ðmodNÞ;A2k

B2k ðmodNÞ in Step 2 of Algorithm C are free. As a matter of fact, this
requirement on Wu et al.’s algorithm restricts the application environments and increases extra overheads,
compared with Dimitrov et al.’s algorithm without reduction rules.

Since two exponents are independently processed by Wu et al.’s combination strategy, we firstly discuss an
arbitrary exponent E passing from Step 3 to Step 5 in Algorithm C. Let Ham(E) be the Hamming weight of
E ¼ ðek�1 . . . e1e0Þ2. Clearly, the function of the complement recoding method, i.e. Step 4 of Algorithm C, can
be regarded as
HamðEÞ ¼
k �HamðEÞ; if HamðEÞ > k

2
;

HamðEÞ; if HamðEÞ 6 k
2
:

(
ð2Þ
Fig. 2. Dimitrov et al.’s algorithm without reduction rules.



Fig. 3. Wu et al.’s algorithm.
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Let PðEV Þ denote the probability that the event EV occurs. Before the complement recoding, each bit of
E ¼ ðek�1 . . . e1e0Þ2 assumes a value of 0 or 1 with equal probability, i.e. P ðei ¼ 0Þ ¼ P ðei ¼ 1Þ ¼ 1=2 for
0 6 i 6 k � 1, and there is no dependency between any two bits. After the complement recoding, it should
be a value of 0 or 1 with unequal probability, i.e. Pðei ¼ 0Þ ¼ 3=4 and P ðei ¼ 1Þ ¼ 1=4 for 0 6 i 6 k � 1. Cer-
tainly, there is still no dependency between any two bits.

Consider the minimal weight BSD representation of E ¼ ðek�1 . . . e1e0Þ2, which has been transformed by the
complement recoding method. According to Algorithm A, Table 1 [5] can list all possible inputs to the ith iter-
ation of Step 2, and the corresponding outputs.

We can get the following simple facts:
Table
Minim

Inputs

ei

ci

eiþ1

Output

ciþ1

di
P ððei; ci; eiþ1; ciþ1Þ ¼ ð0; 0; 0; 0Þjdi ¼ 0Þ ¼ Pððei; eiþ1Þ ¼ ð0; 0ÞÞ ¼
3

4

3

4
¼ 9

16
; ð3Þ

P ððei; ci; eiþ1; ciþ1Þ ¼ ð0; 0; 1; 0Þjdi ¼ 0Þ ¼ Pððei; eiþ1Þ ¼ ð0; 1ÞÞ ¼
3

4

1

4
¼ 3

16
; ð4Þ

P ððei; ci; eiþ1; ciþ1Þ ¼ ð1; 1; 0; 1Þjdi ¼ 0Þ ¼ Pððei; eiþ1Þ ¼ ð1; 0ÞÞ ¼
1

4

3

4
¼ 3

16
; ð5Þ
1
al weight BSD exponent recoding

0 0 0 0 1 1 1 1
0 0 1 1 0 0 1 1
0 1 0 1 0 1 0 1

s

0 0 0 1 0 1 1 1
0 0 1 �1 1 �1 0 0
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P ððei; ci; eiþ1; ciþ1Þ ¼ ð1; 1; 1; 1Þjdi ¼ 0Þ ¼ P ððei; eiþ1Þ ¼ ð1; 1ÞÞ ¼
1

4

1

4
¼ 1

16
; ð6Þ

P ððeiþ1; ciþ1Þ ¼ ð0; 0Þjdi ¼ 1Þ
¼ P ðððei; ci; eiþ1; ciþ1Þ ¼ ð0; 1; 0; 0Þ [ ð1; 0; 0; 0ÞÞjdi ¼ 1Þ ¼ 1; ð7Þ

P ððeiþ1; ciþ1Þ ¼ ð1; 1Þjdi ¼ �1Þ
¼ P ðððei; ci; eiþ1; ciþ1Þ ¼ ð0; 1; 1; 1Þ [ ð1; 0; 1; 1ÞÞjdi ¼ �1Þ ¼ 1: ð8Þ
In order to compute the averages of non-zero and zero bits, which potentially represent the number of mod-
ular multiplications, we can model the minimal weight BSD representation method using a Markov chain. In
this situation, we define state variable S of the Markov chain is 0, 1, 2, when a bit 0, 1, �1 is formed using
Algorithm A. The probability that state S ¼ i for i ¼ 0; 1; 2 succeeds state S ¼ j for j ¼ 0; 1; 2 is denoted by
pij. We have:
p00 ¼ Pðdiþ1 ¼ 0jdi ¼ 0Þ
¼ P ðððeiþ1; ciþ1Þ ¼ ð0; 0Þjdi ¼ 0Þ \ eiþ2 ¼ 0Þ
þ P ðððeiþ1; ciþ1Þ ¼ ð0; 0Þjdi ¼ 0Þ \ eiþ2 ¼ 1Þ
þ P ðððeiþ1; ciþ1Þ ¼ ð1; 1Þjdi ¼ 0Þ \ eiþ2 ¼ 1Þ
þ P ðððeiþ1; ciþ1Þ ¼ ð1; 1Þjdi ¼ 0Þ \ eiþ2 ¼ 0Þ
¼ P ððei; ci; eiþ1; ciþ1Þ ¼ ð0; 0; 0; 0Þjdi ¼ 0ÞP ðeiþ2 ¼ 0Þ ð9Þ
þ P ððei; ci; eiþ1; ciþ1Þ ¼ ð0; 0; 0; 0Þjdi ¼ 0ÞP ðeiþ2 ¼ 1Þ
þ P ððei; ci; eiþ1; ciþ1Þ ¼ ð1; 1; 1; 1Þjdi ¼ 0ÞP ðeiþ2 ¼ 1Þ
þ P ððei; ci; eiþ1; ciþ1Þ ¼ ð1; 1; 1; 1Þjdi ¼ 0ÞP ðeiþ2 ¼ 0Þ

¼ 9

16

3

4
þ 9

16

1

4
þ 1

16

3

4
þ 1

16

1

4
¼ 5

8
;

p01 ¼ Pðdiþ1 ¼ 1jdi ¼ 0Þ
¼ P ðððeiþ1; ciþ1Þ ¼ ð1; 0Þjdi ¼ 0Þ \ eiþ2 ¼ 0Þ
þ P ðððeiþ1; ciþ1Þ ¼ ð0; 1Þjdi ¼ 0Þ \ eiþ2 ¼ 0Þ
¼ P ððei; ci; eiþ1; ciþ1Þ ¼ ð0; 0; 1; 0Þjdi ¼ 0ÞP ðeiþ2 ¼ 0Þ ð10Þ
þ P ððei; ci; eiþ1; ciþ1Þ ¼ ð1; 1; 0; 1Þjdi ¼ 0ÞP ðeiþ2 ¼ 0Þ

¼ 3

16

3

4
þ 3

16

3

4
¼ 9

32
;

p02 ¼ Pðdiþ1 ¼ �1jdi ¼ 0Þ
¼ P ðððeiþ1; ciþ1Þ ¼ ð1; 0Þjdi ¼ 0Þ \ eiþ2 ¼ 1Þ
þ P ðððeiþ1; ciþ1Þ ¼ ð0; 1Þjdi ¼ 0Þ \ eiþ2 ¼ 1Þ
¼ P ððei; ci; eiþ1; ciþ1Þ ¼ ð0; 0; 1; 0Þjdi ¼ 0ÞP ðeiþ2 ¼ 1Þ ð11Þ
þ P ððei; ci; eiþ1; ciþ1Þ ¼ ð1; 1; 0; 1Þjdi ¼ 0ÞP ðeiþ2 ¼ 1Þ

¼ 3

16

1

4
þ 3

16

1

4
¼ 3

32
;

p10 ¼ Pðdiþ1 ¼ 0jdi ¼ 1Þ
¼ P ðððeiþ1; ciþ1Þ ¼ ð0; 0Þjdi ¼ 1Þ \ eiþ2 ¼ 0Þ
þ P ðððeiþ1; ciþ1Þ ¼ ð0; 0Þjdi ¼ 1Þ \ eiþ2 ¼ 1Þ
¼ P ððeiþ1; ciþ1Þ ¼ ð0; 0Þjdi ¼ 1ÞP ðeiþ2 ¼ 0Þ ð12Þ
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þ P ððeiþ1; ciþ1Þ ¼ ð0; 0Þjdi ¼ 1ÞPðeiþ2 ¼ 1Þ

¼ 3

4
þ 1

4
¼ 1;

p20 ¼ P ðdiþ1 ¼ 0jdi ¼ �1Þ
¼ P ðððeiþ1; ciþ1Þ ¼ ð1; 1Þjdi ¼ �1Þ \ eiþ2 ¼ 0Þ
þ P ðððeiþ1; ciþ1Þ ¼ ð1; 1Þjdi ¼ �1Þ \ eiþ2 ¼ 1Þ
¼ P ððeiþ1; ciþ1Þ ¼ ð1; 1Þjdi ¼ �1ÞP ðeiþ2 ¼ 0Þ ð13Þ
þ P ððeiþ1; ciþ1Þ ¼ ð1; 1Þjdi ¼ �1ÞP ðeiþ2 ¼ 1Þ

¼ 3

4
þ 1

4
¼ 1;

p11 ¼ p12 ¼ p21 ¼ p22 ¼ 0: ð14Þ
Hence, the one step transition probability matrix of Wu et al.’s combination strategy is given as
TPMWu et al:’s strategy ¼
p00 p01 p02

p10 p11 p12

p20 p21 p22

2
64

3
75 ¼

5
8

9
32

3
32

1 0 0

1 0 0

2
64

3
75: ð15Þ
Let pjðkÞ for j ¼ 0; 1; 2 denote the k-step transition probability of state j. When k !1, the laws of the
Markov chain imply the following equations:
p0ð1Þ þ p1ð1Þ þ p2ð1Þ ¼ 1; ð16Þ

p00p0ð1Þ þ p10p1ð1Þ þ p20p2ð1Þ ¼
5

8
p0ð1Þ þ p1ð1Þ þ p2ð1Þ ¼ p0ð1Þ; ð17Þ

p01p0ð1Þ þ p11p1ð1Þ þ p21p2ð1Þ ¼
9

32
p0ð1Þ ¼ p1ð1Þ: ð18Þ
We can obtain the solution p0ð1Þ ¼ 8=11; p1ð1Þ ¼ 9=44; p2ð1Þ ¼ 3=44 from Eqs. (16)–(18). It means
that the averages of non-zero and zero bits using Wu et al.’s combination strategy can be counted by
ðp1ð1Þ þ p2ð1ÞÞk ¼ ð9=44þ 3=44Þk ¼ 3k=11 and p0ð1Þk ¼ 8k=11.

For modular multi-exponentiation AX BY ðmodNÞ in Algorithm C, we also assume two exponents X and Y

with uniform distribution. Since ð8=11Þ2k of the pairs {ðxi; yiÞ; i ¼ 0; 1; . . . ; k � 1} after Wu et al.’s combination
strategy are expected to be (0, 0) on average, their algorithm requires 2k � ð8=11Þ2k ¼ 178k=121 � 1:471k
modular multiplications.

5. Conclusions

When the computational cost related the complement recoding method is omitted, we analyze the compu-
tational efficiency of Wu et al.’s fast modular multi-exponentiation algorithm using a Markov chain. Although
it combines the complement recoding method and the minimal weight BSD representation technique, Wu
et al.’s algorithm at most requires up to (14k/9 � 178k/121)/(14k/9) � 5.4% fewer modular multiplications
than Dimitrov et al.’s algorithm, which merely uses the minimal weight BSD representation technique.
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